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Token wUumein?

Token wJugdzngy Digital Certificate tdoniugdugufiofiudosniui2iazdin

AMeSY g & 299unduTuniuasutmon1ySucticingsuale (SniguInSneoILU
as = v & v v a a I=3 v av s
AU €Az aorUfindig)zeIzyutd Tnudignoruigetiniedudod uSusolarecsuce

a

(antnsin (gy9eninednaunigiimugen] ticduda (CA 4 Certificate Authority)
6 tJWdIniwsenlususeiaiecguctacantnsin uicgetitd (§iewanuinus1ho
N8 uNazytiofiuegjunay.
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2. nﬂnﬁnﬁj €Ar nonIsuNAtUsEnU LCA
g9uzngy "Plug & Play" figsouegnorudontwiitd ey way Surdnfiwiuniuls
39 PKI USB LCA Token Jnaucgactiy "Plug & Play" fiu Middleware Onboard &
(2afiutdtuariuvs8iioniugue Windows «ay won USB  ficdutddosanoty
degniuddsineo § ndgfuesjgsunodudy. exuntisuriordeeguiautazamiin
myiserion, fiejoute PKI USB LCA Token wluniuisitefidsnwiaglgenndsy

(2 YNILNIVN Nriudisinudeifiu.

2.1. nwndy Wsunu LCA

e Input LCA token to USB port on your computer .

e Select your Drive “DCriveLCA” and Double click “autorun” for run

install middleware .

i @.\_}vl » Computer » CD Drive (F) LC& » - |+, | | Search CD o |
Cirganize - @ COpen Burn = - im0 .::.;::.

- Faworites L =
=l Recent Places @\ {; ‘;; @J
& Downloads MACOSH UBLIMNTLU autorun ST LA _cspll_
Bl Desktop wl onlinein
staller
o= Libraries
3 Documents
4"- Pusic
E=| Pictures
B videos

*& Homegroup

1M Computer
&L, Local Disk (C:)
—a Local Disk (D:)
i CD Drive (F:) LCA

g MNetwork

autorun Date created: 16/03/2018 10:09 Eaﬁ
= = Application
?5@;\ Date modified: 16,/03/2018 10:09 cf=
Size: 29.5 KB

e AyRniusctiiziaciag.

i setup _ w




Anfnig (Install).

Please Select Language =
Please Select Language
|Engiish -
| ok | [ cance |

Aok OK.

LCA Token Manager vl Setup

o] & =]

Welcome to the LCA Token Manager
vl Setup

Setup will guide you through the installation of LCA Token
Manager v1.

Itis recommended that you close all other applications
before starting Setup. This will make it possible to update
relevant system files without having to reboot yvour
computer.

Click Install to start the installation.

Completing the LCA Token Manager
v1 Setup

LCA Token Manager v1 has been installed on your computer,

Click Finish to dose Setup.

< Back Cancel




e JyINUUTHNNN Finish Duniwfnditusensussusse.

2.2. 3vinongsuniwdgtusenu LCA

LCA Token is inserted

2
as v (%3

e PIMNNENNIEIOEIRILINNONISUTI TUsunsy LCA Safinfifuyuaso o

o

'
°

Tngnudgnyuzorfniggudidsu USB LCA Token §U 830uRewcniciy
21817Z890¢) wdoc2anoncdjluCertificates.

e 1W0IsU icon 2urly USB &0diucaaazdsuin?g Function TUsenuta.

e TuUU Windows 7 iNnJu start wdowueada certmgr.msc

Programs (1)
% certmgr

7 See more results

certmgr.msc = | | Shut down | » |

SN -1




e 1uUU Windows10 0ifingu start wcowugi1a cer

5 o

al i [Jer e

-
Bl reaada b
-ﬂl Ml LT Gl AR
e puaerand
T
LA Lol P Tl e B Y
St o R i L
=
e i N |

By

Pz}

e 93U Windows 7 autdiudad Certmgr s S93u Windows 10 autdiuoad

Mange User certificates Toifint&atdcdsnonzguid)or Tuasuesjuiaud

File 293 NRCA «az LCA m.ugu;i.uﬁ‘cca’a 7).

Sy

certmigr - [Certificates - Current User\Trusted Root Certification Auth ies\ Certificates]
| File | Action View Help
| [ & G RO =]
¥ Certificates - Current User P - Issued By -
el Personal - =l Lao Certification Authority Lao Mational Root Certification A...
4 [ Trusted Root Certification Authorities Z1 Lao National Root Certification Authority Lao Mational Root Certification A.
| Certificates ——
-~ || Enterprise Trust S X X X oot
. O Intermediate Certification Authorities 5] Microsoft Root Authority Microsoft Root Authority
. ] Active Directory User Object 5! Microsoft Root Certificate Authority Microsoft Root Certificate Authori..
- ] Trusted Publishers [l Microsoft Root Certificate Authority 2010 Microsoft Root Certificate Authori.,
. ] Untrusted Certificates S5l Microsoft Root Certificate Authority 2011 Microsoft Root Certificate Authaori..
. [ Third-Party Root Certification Authorities || s NO LIABILITY ACCEPTED, ()97 VeriSign, Inc. NO LIABILITY ACCEPTED, ()97 V...
. [ Trusted People (5] SecureTrust CA SecureTrust CA
» [5] Other People [=5) Security Communication RootCA2 Security Communication RootCA2 |_
=[] Certificate Enrollment Requests [l Starfield Class 2 Certification Authority Starfield Class 2 Certification Auth..|
=[] Srmart Card Trusted Roots [Z] Starfield Root Certificate Authority - G2 Starfield Root Certificate Authorit...
|5 StartCom Certification Authority StartCom Certification Authority
[l Thawte Premium Server CA Thawte Premium Server CA
[Eilthawte Primary Root CA thawte Primary Root CA Al
'¢T|‘ —— BT — - T oo r
Trusted Root Certification Authorities store contains 47 certificates.

lg@ certmgr - [Certificates - Current User\Intermediate Certification Authorities\Certificates]

Fi

ol s

ile  Action Wiew Help

[ & R E =] H

Y Certificates - Current User

>

| Personal
| Trusted Reot Certification Authorities
| Enterprise Trust

| Intermediate Certification Authorities

cation List
| Ce cates

Active Directery User Object

Trusted Publishers

Untrusted Certificates

Third-Party Root Certification Authorities
Trusted People

Other People

Certificate Enrollment Requests

Smart Card Trusted Roots

L L bwbn e bn 6L

Issued To -

Rl COMODO ECC Certification Authority

[, COMODO High-Assurance Secure Server CA

5] COMODO RSA Certification Authority

5] COMODO RSA Domain Validation Secure Server CA

[ DigiCert High Assurance CA-3
[ DigiCert SHAZ High Assurance Server CA
5] Go Daddy Secure Certificate Authority - G2

Issued By

AddTrust External CA Root
AddTrust External CA Root
AddTrust External CA Root
COMODO RSA Certification Auth...
DigiCert High Assurance EV Root ...
DigiCert High Assurance EV Root ...
Go Daddy Root Certificate Author...
Go Daddy Class 2 Certification Au...

54 Lao Mational Root Certification Authority
Lallet's Encrypt Authority X3

EalMicrosoft Internet Authority
ElMicrosoft Internet Authority

Sl Microsoft Secure Server Authority

< | e

Lae Mational Root Certification A...
Lac Mational Root Certification A...
Lao MNational Root Certification A...
DST Reoot CA X3

GTE CyberTrust Global Root
Baltimaore CyberTrust Root
Microsoft Internet Authority

m

Intermediate Certification Authorities store contains 25 certificates.




3.1.

e 100 File RauwonUsiugzcngdingubocfiggjuivde utdonawtg)utdsen

LCA.

Sunsunawiilgtuseny LCA

e yhwRININTYSENUTANTN destop it

LCA Teken
Manager vl

s o K Q &
° U;l:]'qﬂnU]C2’]JJ’]?IJTUSEUW.UQ&UUW]C’]%CUUU.

LCA Token Manager v1.0 ==
ILCA
te utl ri

[ & Setting
[&) cerumicate
update

> Wunu LCA =3 Function 33
1.) Setting [z

¢ Information PKCS

e Change PIN

e Request unlock

2.) Certificate a=

e Register Certificate

e Update

e About

éyignmu:a::sjnasj snwd PKI USB LCA TOKEN

(% Setting>Information PKCS#11 sinumusiugyu PKI USB LCA TOKEN
g9l
e Token Name é’

e Token Serial azdinuednnziiu 9 azdin PKI USB LCA TOKEN



e Total Memory a01U31 Token

e Free Memory a0 yde

e Max PIN Length aedine010e108990

e Min PIN Length aufinao1ueaaciag0

e Hardware Version (3&usa0uo

e Firmware Version (38utuo

7‘ LCA Token Manager v1.0

2J|LCA

_-2._Welcome To Lao Certificate

| E-SIGNATURE | |
1 0 )

24 LCA Token Manager v1.00

QJ|LCA

Change PIN

. Request unlock

[]—-Cerl:'lﬁcate
----,. Update

Ewon

_.2._Welcome To Lao Certificate Authority__:._+

@ Infomation PKCS#11

Token Mame
Token Serial
Total Memory
Free Memory
Max PIM Length
Min PIM Length
Hardware Version

Firmware Version

| LCA Token V1

| 55621801310032

| 60416

| 49152

|255

| 8

|1.0

|1.o




3.2. nwlnnwnyonu a8in PIN

t2%Usi Setting>Change PIN
e (CUUNWYUSULRNL U
e dint1u PIN default cciu (12345678)

e Old PIN awinuaucia
e New PIN Q=dnedautoy

e Confirm New PIN guguaziineau ol

i LCA Token Managerv1.0 \EI

LCA

ao Certificate Authority .. +

B jEy Setting @ Change PIN

i Infomation PKCS#11

Request unlock

Eﬂ--ECert'rﬁcate

Confirm new PIN
Update
----m.ﬁbout m

3.3. nmuslnden audntau PIN

New PIN

Nns Setting>Request Unlock
Syudzneul
e Phone number (Jlnvdu

e E-mail Sctwo

£d LCA Token Manager v1.0 [==]

4 Request unlock

- Infomation PKCS#11 a Request unlock

.. Change PIM

Phone number |

- Reguest unlock

E-mail

P aboue
Accept

AT A OO I




4. 2yuwaveInTuSuseIReZueaninsiin (Certificates)
cc.u'ucuyzh"zmu‘técéﬂcﬁjmmzsjn‘Zugussjmucéucscﬁnimsﬁn NS

(991078 audnau PIN 299 PKI USB LCA TOKEN mnéj wJofin Login .

i<l LCA Token Manager v1.0

Login

PIM code EEEEEESS]

e 31N An Login 21tdudoxed 1 cuy U1 837 Register Certificate.

4.1, nudeusuinlg wSusseiaweduedininin

=

£4 LCA Token Manager v1.0

2l|LCA

_.>._Welcome To Lao Certificate Authority -, +

E.CICMATIIOF

4 Select method

Create new request

IEICertiﬁcate
Register Certificate Select method
Create new request

ET reques

- Ny
@a o a Q ¥ . . & 5
e 9NN Greate New Request azUsuan1) Register Certificate 2ucwW9

Triaudeau2 yudgnzusu.



Register Certificate

g Register Certificate
Certificate type

Duration

State fProvince

Personal
&+ PID

= PP

Personal Mame ()

PID (%)

E-mail

Phone number
Location {*)
Position {*)
Organize Unit
Company Mame (%)
TIN (%)

Phone contact (%)

E-mail contact {*)

e (J9fin Accept Rx2001U2UUIT NIV JNLUFUKSAANCTOAT) L THII N

sxyln.

Person of company
Staff (24 months)

Vientiane (Viengchan) Capital

" BIM

Somchai MOUA|
A1-0043340
somchai@lanic.gov.la

02022234147

Company

Akard Village, Sikottabong District, Vientiane Capital

Staff

cCTLD (LA Division

LAMIC
1234567
02022234147

somchai@lanic. gov.la

Token Manager

0 Send request register certificate successfully

oK

e Ay niuaniScuodudund File Certificate Snuaus.




[LCA] Your certificate has been issued

LCA - Customer Support <support@Ica.la> 9 Replyall | v

Mon 412019, 5:20 AM

somchai MOUA ¥

1234,p7b o
4 KB

Download

Your certificate has been successfully issued.

Certificate information: OID.2.5.4.20=8562022234147, EMAILADDRESS=somchai@lanic.gov.la,
UID=PID:A1-0043340, UID=TIN:1234, CN=Somchai MOUA, T=staff, OU=CCTLD DIVISION,
O=LANIC, L=Akard.sikottabong.vientiane, ST=Vientiane (Viengchan) Capital, C=LA

Please refer to attachment to download.

Thank you.

e w1 File Certificate aellwSusojiecsucatantnsin frortuas.ucSadgy

J File NRCA waz LCA wuutitmancdatu Email §idsdicdoratufndls
QEITAR

& certmgr - [Certificates - Current User\C:\USERS\MODDER\DOWNLOADS\1234.P7B\ Certificates] [ [Esa]
File  Action View Help

&= 2E = HE

Iﬁ] Certificates - Current User Issued To
a | LCALUSERSARAODDERY DO ML
| Certificates

[ssued By Expiration

lLao Certification Authority Laz Mational Root Certification A...  3/26/2028

[Z]Lao National Root Certification ... Lao National Root Certification A..  1/19/2038
Zlsomchai MOUA Lac Certification Authority 3/31/2023

42. nwfinfiy File Certificate NRCA wae LCA nsudodifitifddiug Certificate

e 2UN9UA 1: wLucBatdi Control Panel wdonncdsn Internet Options

&

Control
Panel

11



[E=3 How 5

Search Control Panel P |

@)v@ » Control Panel » All Control Panel Items » - |$,|

Adjust your computer's settings Viewby:  Largeicons ¥

»

r Action Center Administrative Tools @ AutoPlay

%& Backup and Restore '-"7@ BitLocker Drive Encryption ﬂ.‘l Color Management
@‘] Credential Manager ' Date and Time [@ Default Programs -
EI:J Desktop Gadgets Device Manager g,‘{] Devices and Printers
. g .
Display Qg Ease of Access Center l — Folder Options R

Q% HomeGroup

g
h Fonts
&

Indexing Options <% Keyboard
(5 Location and Other M KA Network and Sharing
““w Sensors 3 ouse t" Center
Notification Area Icons % Parental Controls .j Performance Information
o and Tools x

4 (211U |E (Internet Explorer) And Tools wJot3on Internet Options.

v [] g=1 v~ Page~ Safety{ Tools « %v

Y

Diagnose Connection Problems...

[ Bl

Reocpen Last Browsing Session

Pop-up Blocker L4

kd

Internet
Explo

el [

Manage Add-ons

Werk Offline

pag S

Compatibility View
Compatibility View Settings
Full Screen F11

Toeolbars L

fl

Explorer Bars L4

B

P
e

Developer Tools F12

Suggested Sites

|! Internet Options !

e 2UNSUN 2: Witeatud Advanced



s

ﬁ?ﬂ' Internet Properties

=<

Reset Internet Explorer settings

| General I Security I Privacy I Content I Connections I Programs g.ﬁ.dvancegj

Settings

gé_; Printing
[T Print backaround colars and images

) search from the Address bar

() De not submit unknown addresses to your auto-search pn
@) Just display the results in the main window

ﬁ Security
] Allow active content from CDs to run an My Computer®
[C] allow active content to run in files on My Computer=
[ Allow software to run or install even if the signature is inwi

ul’ _ ion
é Chedk for server certificate revocation™

rograms

lam |

[T Do not save encrypted pages to disk

[ Empty Temporary Internet Files folder when browser is dc ™
| 1 [

*Takes effect after you restart Internet Explorer

[ Restore advanced settings ]

Resets Internet Explorer's settings to their default
condition.

You should only use this if your browser is in an unusable state.

[ Ok ] [ Cancel ] Apply

wForiRnS e puIetinesn wJofind OK gixanijutsicdn File NRCA waz LCA

SyUEeviaNucngg.

e 2UN9UA 3: (AUAUNWEANAY File NRCA waz LCA

Mame Date modified Type Size
||$| LaoCertificationfuthop- - Security Certificate 2 KB
[ LaoMationalRootCertif e Security Certificate 2 KB
Open with...

nncdagrg2ocdordoni Install Certificate

13



Certificate Import Wizard @

Welcome to the Certificate Import
Wizard

,I(— i This wizard helps you copy certificates, certificate trust
- _____h'%_!, lists, and certificate revocaton lists from your disk to a
= certificate store.

& certificate, which is issued by a certification authority, is
a confirmation of your identity and contains information
used to protect data or to establish secure network
connections. A certificate store is the system area where
certificates are kept.

To continue, dick Mext.

T
e
fin Next
r .
Certificate Import Wizard @
Certificate Store

Certificate stores are system areas where certificates are kept.

Windows can automatically select a certificate store, or you can specify a location for
the certificate.

) Automatically select the certificate store based on the type of certificate
mace all certificates in the following store ™™y

Certificate store:
Trusted Root Certification Authorities ¢ Browse..

Learn more about certificate stores

< Back @l [ Cancel

AncIsni Place all certificates in the following store waofin Browse (39N

Trusted Root Certification Authorities §3ainijufin OK.



Certificate Import Wizard @

Completing the Certificate Import
Wizard

The certificate will be imported after you dick Finish.

E—-;._:Q? ‘fou have spedified the following settings:
Certificate Store Selected by User JREgVEve laTsle i 8 g)iler
Content Certificate
4 | (11} 3

N
[ <ses J({{rnen )i
S

Aind Finish
Security Warning J

You are about to install a certificate from a certification authority (CA)
claiming to represent:

ol

Lac Mational Root Certification Authority

Windows cannot validate that the certificate is actually from "Lac
Mational Root Certification Authority”. You should confirm its origin by
contacting "Lac Mational Root Certification Authority”. The following
number will assist you in this process:

Thurmbprint (shal): C119DC4F BO30ECL3 EEBFF0CS EBSCADAG 2ECFESD4

Warning:

If you install this root certificate, Windows will autornatically trust any
certificate issued by this CA. Installing a certificate with an unconfirmed
thurmbprint is a security risk, If you click "Yes" you acknowledge this
risk.

Do you want to install this certificate?

o~ o

noi Yes tasguduniuyada Certificates NRCA az LCA 2au1Tut6igg29uiucdy

NssusSee.



5. ngymiusuanu LCA

non USB Token sgnuaossucaatdluas Lot toicds Wasiulmanidig yu

NWAgneusuI 18 wsusggarecguarintnsin cdofnduniolmn.

Ed Register Certificate

Q Register Certificate
Certificate type

Duration

State Province

Personal
(* PID

" pp

Personal Mame (*)

PID (%)

E-mail

Phone number
Location (¥}
Position (*)
Organize Unit
Company MName [*)
TIN (%)

Phone contact (%)

E-mail contact (*)

Person of company
Staff (24 months)

Vientiane (Viengchan) Capital

Company
{« TIN

" BIM

Somchai MOUA|
A1-0043340
somchai @lanic.gov.la

02022234147

Akard Village, Sikottabong District, Vientiane Capital

Staff

ccTLD LA Division

LAMIC
1234567
02022234147

somchai @lanic.gov.la

[elzaoru2uurttitSalsagdin PIN wedugucdonn Login

=

-

16



jauthority_._+

Verify User PIN x

Now need to verify your User PIN:

@D

User PIN: I P ——

I~ Enable soft keyboard

Change PIN l Login I Cancel |

DR NLuAT M2no1ugunI2uLINusugan.

'/W\}
@ Token Manager X
[ eee—

& @ Setting
= ] Certificate

/ J / Y 3 N\ » ‘\\\\\ \\
AUTHEN THGATT > N
O / //;’/ ‘ v \\ \\ \\\\\\\\\\\

X a . s ) . a & '
(21tJ Certificate audmusal] Function (@uguuatou.

17



"B LCA Token Manager v1.0 @

2l LCA

Login

... Reqister Certificate

PIM code

- Uparade certificate

- Change infomation

.. Certification

- Customer infomation

Update
About

5.1. nwigudiam JueusuiatgSulneo

Nncdendicy Certificate w30 Tgaedin PIN g9ainiufin Login.

7 LCA Token Managel v1.0

2l|LCA

_..._Welcome To Lao Certificate Authority -+

Certificate management

E--@Sﬂmchai MOUA

é--i SFB4AAF9-1FCB-46DE-A123-1435D6BE7840

- Register Certificate

- Upgrade certificate

i... Certificate
.. Change infomation

i Private key
.. Certification

i Public key

.. Customer infomation

18



5.2. 3StinonzsuluSussiaeiguistaninsiin

e (291U Certificate> Nn Certificate> wdonncdsn View.

[ LCA Token Manager v1.0 =

RI|LCA

... Welcome To Lao Certificate Authority ... +

Setting

|_:_| ECerﬁﬁcatel 1

- Register Certificate

Certificate management

E--@ Somchai MOUA

é..i SFB4AAFS-1FCB-46DE-A123-1435D6BE7840

- Upgrade certificate
I ... Certificate 2

.. Change infomation
- Private key

... Certification

- Public key

. Customer infomation

Certificate @
General I Details | Certification Fath

Certification path

@ Lao Mational Root Certification Authority
i-{Z5] Lao Certification Authority

Certificate status:

|This certificate is OK,

Learn more about certification paths

Audiug yudai:
NRCA=Lao National Root Certification Authority

19



LCA=Lao Certification Authority

898U Somchai MOUA t89u.0u 6280307y

53. nwdgnusudilg WwSusejrreiguisianinsin (Register Certificate)
CUUNWANZUSUNITE WwSuseltetEueaninsinou.

2)J|LCA

Setting
Register Certificate

Upgrade certificate

(==

&4 Select method =]

Select method Create new request -

Change infomation

Certification

i Customer infomation
----, Update

----EAbout

54. nwdeweluSuse) aeduecininsin (Upgrade Certificate)

gUunuhelees)luSuseatus uecIntnsin Inamnﬁncé{ﬂ‘cuﬁwy
Upgrade Certificates tdo%gasfintay PIN faaniussgvcngoiaciagiisuuicdon
flncoRrtitSadiognaudrehindiou § 3nd.
©% Upgrade certificate [==Z-]
[ upgrade certificate

Certificate Serial 555622C5075ED S56A 1IE7IAFBSACSE9AB52 -

Duration Please select duration -

Personal Mame Renew Staff {3 months)
Renew Staff (6 months)
Renew Staff {12 months)

Fi Renew Staff (24 months)
Renew Staff {36 months)

E-mail somchal @anic.gov.la

FPhone number 8562022234147

valid from 28-06-2020 22:14:00+07:00

valid to 31-03-2023 09:20:00+07:00

Position staff

Organize Unit CCTLD DIVISIOM

Company Mame LAMIC

TIM 1234

5.5. n'luz'JjucchJé”.L,Judouﬁa (Change Information)

cUunudsucdizyutoufioney JncuutuSusejRreidurstaninsiintduedo.

20



5.6.

Change infomation ==

|§/; Change infomation

Certificate Serial 55622C5075ED S0A1IE7HAFBEACOE9ABLZ -
State/Province Vientane {viengchan) Capital -
Personal Company
= pPID =" TIN
" PP " BIN

Persanal Mame {*) Somchai MOUA

PID (=) 1-0043340

E-mail somchai@anic.gov.la

Phone number 8562022234147

Location {=) Akard, sikottabong. vientane
staff

Position =)

Organize Unit CCTLD DIVISIOMN

Company Mame {*) LAMNIC

TIN (=) 1234

@

DI MNIucdI2Yue0 WNnYu Accept tdeuiinzyu.

2

naunonasuyuluSuseglaiugucetantnsin (Certification)

cUuNIUNoNIeU2 U2 WSUSg IS SN tNsSTN 1y 99101001
fintennesuwsusetdtd dounuindu Download.

Certification @I

E Certification

Certificate Serial =

Fersonal Mame Somchai MO,

PID A1-00433<40

=il somchai @lanic. gow.l=a

Phone number 8562022234147

walid from 28-06-2020 22:1<4:004+07:00

valid to 31-03-2023 09:20:00+07:00

Position staff

Organize Unit CCTLD DIVISIOMN

Company Mame LaArdIc

12349

n3gMBUTURERZNIoin Document 2uUonndu Save (w9

JuiineenzguTuSus9J1cEuetIntnsintd onzgauaudutus PDF.

Save Az ==
&> ) ~[[5 » Libraries » Documen t= - ~ [ %2 | [ Search Documents o |
Organize = Plew folder = - -
Jr Favorites Docu rnents_ library Arrange by:  Folder =

%= Recent Places Includes: 2 locations

& Downloads -

M Desktop L; , J L; | L;

m

Adobe AlienShoot Cyberlink DothetBar Fax
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Valid from 28-06-2020 22:14:00+07:00
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